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= Who are we?
—Charles McClain, Advisory Software Engineer, IBM Infosphere Guardium
—Louis Lam, Database Manager, IBM Infosphere Guardium
—Responsible for IBM Infosphere Guardium database vulnerability assessment
content

= Why are we talking?

—Guardium is an industry leader in database activity monitoring and database
vulnerability assessment

— Guardium application is 10 years old, about to release v9.0

—IBM acquired Guardium in 2010

—IBM is a database vendor — DB2, Informix, and Netezza

—In the coming release of our application, we've translated our proprietary
database assessment results into an SCAP-compliant results stream

—We're working with the OVAL/MITRE people to identify current OVAL issues
relating to database vulnerability assessment, and to suggest possible
improvements

© 2012 IBM Corporation
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. We are not SCAP or OVAL experts
. You probably know SCAP and OVAL much better than we do

. We don't have all the answers

© 2012 IBM Corporation
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Why should you care about database vulnerability assessment?
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Database Servers are the Primary Source of Breached Data

% of Compromised Records

For example, the 2010 Verizon data
breach report places databases as the
top type of compromised asset by both
the number of breaches and the number
of records stolen. Yet our investments in
protecting database systems is minimal,

es to database se-
at lzezt“ 'When i comes tC E
InformationWeek
“Epic Fail”
10/11/2010

Database Servers

2009 2010

Sources: Verizon Business Data Breach Investigations Report 2009, 2010
www.verizonbusiness.com/resources/reports/rp_2010-data-breach-report_en_xg.pdf

offline data,

mobile devices, and end-user systems, are simply not
a major point of compromise

© 2011 IBM Corporation
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Hackers obtained personal information on 70 million
subscribers.

April 2011: Malicious outsiders stole name, address (city, state, zip), country,
email address, birth date, PlayStation Network/Qriocity password and login, and
handle/PSN online ID, and possibly credit card numbers from 70 million Sony
PlayStation users.

SQL injection is fast becoming one of the biggest and
most high profile web security threats.

April 2011: A mass SQL injection attack that initially compromised 28,000
websites shows no sign of slowing down. Known as LizaMoon, this malicious code
Is after anything stored in a database.

Unprotected test data sent to and used by test/
development teams as well as third-party consultants.

February 2009: An FAA server used for application development & testing was
breached, exposing the personally identifiable information of 45,000+ employees.

Hundreds of thousands of secret reports regarding US
wars in Iraq and Afghanistan published on WikiLeaks.

December 2010: A private in the US military, downloaded top secret military
documents and passed them to journalist for publication. This puts US national
security at risk as well as the lives of those named in reports.
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= 73% of security professionals say the volume of database attacks will increase
= $7.2M USD is the average cost of a data breach

= 88% of organizations surveyed had at least one data breach

© 2012 IBM Corporation
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= 90% of database breaches perpetrated by insiders, not hackers

» Most of these “insider” breaches involve misuse of database privileges — system
privileges, role privileges, and/or object privileges

» Privileges maintained in the database catalog
» Catalog format unique to each DBMS
» Catalog may be centralized or decentralized

» Pass/fail for a given test may depend on complex SQL query involving 100's or
1000's of databases, users, objects, and privileges

= A simple pass/fail isn't enough; failure requires reporting of every combination of
database, user, object, and privilege that caused failure

© 2012 IBM Corporation
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= Connection String Issues
—<connection_string> exposes credentials
—<connection_string> exposes database identification
—<connection_string> associated with each test
—No link between <connection_string> and asset identification
—Need for <datasource> entity
— Execution location

= <engine> enumeration updates
—Database types
— Distinction between DB2 products

= Multi-database queries (Decentralized catalog)

= Support for test categories, identification of executable
= Support for failure detalil

= Exceptions from tests

» Lack of tool support for SQL tests

© 2012 IBM Corporation



Information Management

<objects>

<ind-def:sql57_object xmiIns="http://oval.MITRE.org/XMLSchema/oval-definitions-5#independent”
id="oval:com.ibm.guardium.va:obj:2134" version="1">
<ind-def:engine>oracle</ind-def.engine>
<ind-def:version>11.1</ind-def:version>
<ind-def:connection_string>

jdbc:oracle:thin:@serverl.guard.swg.usma.ibm.com:1521:0RCL,SYSTEM,MANAGER

</ind-def:connection_string>
<ind-def:sql>select ENAME from EMP where EMPNO=7369</ind-def:sqgl>

</ind-def:sql57_object>

</objects>

© 2012 IBM Corporation
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<objects>

<ind-def:sql57_object xmiIns="http://oval.MITRE.org/XMLSchema/oval-definitions-5#independent”
id="oval:com.ibm.guardium.va:obj:2134" version="1">
<ind-def:engine>oracle</ind-def.engine>
<ind-def:version>11.1</ind-def:version>
<ind-def:connection_string>

jdbc:oracle:thin:@serverl.guard.swg.usma.ibm.com:1521:0ORCL,SYSTEM,MANAGER

</ind-def:connection_string>
<ind-def:sql>select ENAME from EMP where EMPNO=7369</ind-def:sqgl>

</ind-def:sql57_object>

</objects>
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<core:relationship subject="database 1" type="arfvocab:servedBy">
<core:ref>service_1</core:ref>
</core:relationship>

<assets>
<asset id="database_1">
<ai:database>
<ai:instance-name>0ORCL</ai:instance-name>
</ai.database>
</asset>
<asset id="service_1">
<ai:service>
<aichostname>serverl.guard.swg.usma.ibm.com</ai:hostname>
<ai:port>1521</ai:port>
<ai:protocol>TCP</ai:protocol>
</ai:service>
</asset>
</assets>

<connection_string>
jdbc:oracle:thin:@server2.guard.swg.usma.ibm.com:1522:INST1,SYSTEM,MANAGER
</connection_string>

© 2012 IBM Corporation
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» Remove connection string from <sql57_object> entirely, put connection
responsibility on tool

= Still need some way to tell tool what database to connect to

© 2012 IBM Corporation



Information Management

Encapsulated datasource identification at asset level

<assets>
<asset id="datasource_1">
<ai:datasource>
<ai:datasource-id>173689</ai:datasource-id>
<ai:datasource-name>Charlie's Oracle 11g datasource</datasource-name>
</ai.datasource>
</asset>

© 2012 IBM Corporation
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= Netezza, Teradata missing

» DB2 LUW, DB2 z/OS different products
— Different codebases
—Tests that work on DB2 LUW don't work on DB2 z/OS, and vice versa

© 2012 IBM Corporation
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<xsd:complexType name="EntityObjectEngineType">
<xsd:simpleContent>
<xsd:restriction base="oval-def:EntityStateStringType">

<xsd:enumeration value="db2"/>
<xsd:enumeration value="db2-luw"/>
<xsd:enumeration value="db2-zos"/>

<xsd:enumeration value="netezza"/>
<xsd:enumeration value="teradata"/>

<xsd:.enumeration value=""/>
</xsd:restriction>
</xsd:simpleContent>
</xsd:complexType>

© 2012 IBM Corporation
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= DBMS catalog types
—Centralized (Oracle)
—Decentralized (Sybase, SQL Server)

» Privilege tests must examine all privileges in entire catalog

» For decentralized catalog DBMS's, that involves:
— Executing a query to discover databases
— Executing the test query against each discovered database

» Pass/fail is based on results of all queries

© 2012 IBM Corporation
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= OVAL-centric
—Add a behavior to <sqgl57_object> (<behavior decentralized="true/false”/>)
—Add a <catalog_sqgl> entity to the <sql57_object>
— If <behavior decentralized="true”>, tools must first execute <catalog-sql> to
discover databases, then iteratively execute <sql> against each discovered
database

= Tool-centric
— Put the burden on tools to know whether a DBMS is centralized/decentralized,
based on DBMS identification in the <engine> entity
— Put the burden on tools to know the form of the database discovery query for
each decentralized DBMS
— Put the burden on tools to know that, for decentralized DBMS's, the query in
<sql> must be executed iteratively for each discovered database

» |n either case, test must fail if <sgl> query returns any rows for any discovered
database

© 2012 IBM Corporation
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= SQL tests require a supporting code mechanism in the tool
— Custom code mechanism for that test only
— Code mechanism that supports a class of tests (e.g., CVE tests)
—User-defined tests

» <engine> and <sql> entities don't always provide enough information to determine
which code mechanism to choose for a test

= Need a way to tell the tool which category a test belongs to — i.e., which code
mechanism to use

© 2012 IBM Corporation
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= OVAL-centric
—Add a <category> enumeration to <sql57_object>, limiting the categorization of
tests to enumerated categories

= Tool-centric
—Add an integer <category> entity to <sqgl57_object>
—Leave the use of <category> to the tool

© 2012 IBM Corporation
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» Some database vulnerability assessment tests require very complex queries,
including, but not limited to:
— Multi-table queries involving complex JOIN and filter conditions
—UNION SELECT queries involving a dozen or more tables
— Subqueries, both simple and correlated
—Anonymous block execution

» These queries can run to 100's of lines

» These queries can and must use DBMS-specific features

© 2012 IBM Corporation
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= Put the burden on tools to support any and all queries supported by the DBMS

» Include clear documentation to that effect in the OVAL specification

© 2012 IBM Corporation
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» For complex privilege tests, the <sqgl> query that determines pass/fail is typically
something like “select count(*) where [condition] is true”

= Test should fail if count> 0

= Upon failure, tests must provide failure detail — each combination of user, object,
and privilege that caused the test to fail

= This detail can run into 100's or 1,000's of lines

© 2012 IBM Corporation
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» Add a <detail sgl> to <sql57_object>, to be conditionally executed if and when the
test fails

» Stipulate that the original <sgl> query is the detail query, and that pass/fail is
determined by <sql57_state>

= PERFORMANCE IMPLICATIONS?

© 2012 IBM Corporation
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= |n the real world — particularly for tool vendors whose products are used by many
customers — tests must be able to observe exceptions

= EXAMPLE:
—CIS v2.01, ltem 9.07: “Only DBA access to SYS.USERY”
— Certain Oracle components (e.g., APEX and XDB) install administrative users
with such privileges, and will not function if you revoke those privileges
—Impossible to know in advance whether a customer will be using APEX and/or
XDB

» |n other cases, customers have simply configured their environment in a particular
way and don't want to change it — and don't want to exclude the test

© 2012 IBM Corporation



Information Management

= OVAL-centric
—Add an <exception> entity to <sql57_object> (PROBLEM: Exposes user
information in clear text)

= Tool-centric
— Put the burden of observing exceptions on the tool (PROBLEM: Test passes
when, by all visible evidence, it should fail)

© 2012 IBM Corporation
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Where We Want to Be
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Datasource definitions

System View || Administration Console Tooks & Daity Moniter | Guardium Meonitor | Tap Moniter || Incident Management

Config & Control Datazource Builder DataSOUI"CE COntaln
Access Map BuiderMViewer Datasource Definition @
Alert Build
Alzsﬂtlild:r Name |DPS: DB2 9.7 PASS on suluZxB4t14 n Datasource name
Audit Process Builder Database Type DBZ i
Audit Process To-do List Severity classification - D t b t
Autu—.tllscu'\.rlery Configuration Description a a ase ype
Bazeline Builder
CAS Host Config Share Datasource . .
CAS Template Set Config Authentication u Descr|pt|on
Claz=ification Policy Builder Save Password
Claz=ification Process Builder Login N I —
- ogin Name _| .
Dat Definit
G?;T]U;Lciidegre e Password esssss u User Credentlal
Policy Builder Location
Portlet Editor Host Name/IF su10uZx64t14.guard . swg.usma.ibm.com
e rrte P S = Encrypted Password
Replay Builder - o
Security Azzezament Builder Database Name |va_
Time Period Builder Informix Server = Host or IP
Value Change Audit DB Creation Schema
Value Change Audit DB Update & Upload Connection
Walue Change Auditing Builder Froperty [ | Port
Workflow Builder Custom Url 4
CAS H
: = Database or instance
Database Instance Account [db2inst1
Database Instance Directory |/homeidbZinst1 i nfo rm atio n
Roles
Mo roles have been assigned to this datazource| Roles... . .
= Relevant information
Add Comments ][ Test Connection ][ Apply ][ Back for CAS agent_
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IBM" InfoSphere™ Guardium®

System View || Administration Console Tools ¢? Daity Menitor || Guardium Moniter || Tap Monitor || Incident Management

Config & Control

Access Map Buider/Viewer
Alert Builder

Alias Builder

Audit Process Builder

Audit Process To-do List
Aute-dizcovery Configuration
Baseline Builder

CAS Host Config

CAS Template Set Config
Clazsification Policy Builder
Classification Process Builder
Datasource Definttions
Group Builder

Policy Builder

Portlet Editor

Privacy Set Builder

Replay Builder

Security Aszezsment Builder
Time Period Builder

Value Change Audit DB Creation
Value Change Audit DB Update & Upload

Value Change Auditing Builder
Workflow Builder

Security Aszezsment Builder

Security Assessment Finder

Security Assessment

DPS: Teradata PASS
DPS: Teradatal4 FAIL
DPS: Teradata14 PASS
large scap assessment
large scap fail

Oracle 11g Example
oracle cve

oracle listner pwd
Oracle weak pazsword
Oracle10 goose
oracle1! GIPSU
oraclel! luna exadata test
oracle1! pass

OVAL

Sybase IQ kitkat snSgkitk
Sybase IQ venus sn5qpuff
Sybase IQ venus snSgvenu

SCAP Developer days demo

Sybase 0 widkuZxG4t-va igdemo2
Sybase 0 wigkuZxg4t-va igdemod

-

| New.. || Modfy || ConfigureTests.. ||

|| Cone || Dete |

User-defined tests

Run Once Now ] [

View Results

| Query-basedTests || CAS-basedTests |

List of assessments

Create or Modify
assessment.

Create custom tests

Execute assessment
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Adding datasources to a given security assessment.

17:19 | Edit Account admin | Customize | Logout | About | & 7]

Standalone Unit
Tools ¢* Daity Monitor | Guardium Monitor || Tap Moniter || Incident Management

Security Assessment Builder S i -

Security Assessment Builder

Description SCAF Developer days demo
Observed Test Parameters:

Period From MOW -1 DAY Tl
To MOW B
Client IP or IP subnet {optional)
Server IP or IP subnet {optional)
Datasources
HName Type Host Userlame
@ B DPS: DB2 10.1 PASS on sul1ulx84t-va_DB2{Security Assessment) oB2 sul1ulxB4t-va gdm_user
@ B DPS: MS50L2012 PASS on wiBkuZx8411-va (54) Datadir_M5S 50L SERVER{Security Assessment) M5 50L SERVER wiBkuZ:x84t1-va.guard swg.usma.ibm.com new_sa
@ B DPS: Cracle 11 PASS on sul1ulx84t-va_ORACLE({Security Assessment) ORACLE su11u1x84t-va.guard swg.usma.ibm.com GDM
@ B DPS: Sybase15.5 PASS on sul1luZxi4t14_SYBASE(Security Assessment) SYBASE su10uZx84t14.guard swg.usma.ibm.com  sglguard
[ Add Datasource. ..
Roles
o Roles have been assigned o this Securily Ass&ssment
4 [ Add Comments ] Rewvert Apph, [ Configure Tests... ] [ CAS Support... ] [ Back
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Add tests to an assessment for each DBMS type. Guardium support eleven DBMS
types in over 1200 tests.

Standalom
ole || Tools & Daily Monitor || Guardium Monitor || Tap Moniter || Incident Management
Security Assessment Builder A R = |
Assessment Test Selections ®
Tests for Security Assessment SCAP Developer days demo
( Select Al || unselectAl || Delete Selectsd
Type Test Hame Tuning it
[[] oRAcCLE Administrative privilege assignment E PRIV Major (n/a) :
[F] ORACLE Case-sensitive logon is enabled B CONF Major {nia) :
[[] oB2 CVE-2012-1796 B/ CONF Major {nia) : |
] Dez2 CVE-2012-1797 E CONF Major (nia) : 1
[[] oDB2 Enable Database Maintenance B~ CONF Major (nia) :
[ obae2 Enable audit buffer E”  CONF Major (nia):
[ DBz Enable instance hoalth monitoring EX CONF Major (nia) : :
Tests available for addition () Predefined () Query based (0) CVE () APAR @ Al

[Observed] || DB2 || DB2 z/OS | INFORMIX | M5 SQL SERVER | MYSQL | NETEZZA | ORACLE | POSTGRESQL | SYBASE | SYBASE IQ | TERADATA
Upload
Tests marked with an asterisk (*) require specific CAS menitoring running on the Datasource(s) tested

CONF: CVE-2009-2528 -
COMNF: CVE-2011-1280

CONF: CVE-2012-0158

PRI DB_owner granted on users and roles

PRIV DB_securityadmin granted on users

PRN: DDL granted to user

CONF: Default Port Mot Used

CONF: Dizable Ad hoc distributed queries option for MSSQL 2005 and above
CONF: Dizable Agent XPs option for MSSQL 2005 and above

CONF: Dizable CLR. option for MSS0L 2005 and above 7

Add Selections

Groups ][ Back ][ Return
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Security assessment result summary

IBM® InfoSphere™ Guardium®
Results for Security Assessment: 8 DPS: MSSQL PASS — Select a resutt — -
Assessment executed: 2012-05-24 12:43:29.0
From: 2012-05-23 12:43:29.0 .
To: 2012-05-24 12:43:29.0 Download PDF
Client IP or IP subnet: Any Download XML
Server IP or IP subnet: Any Export as AXIS xml
Export as SCAP xml
As Y
100%
* 0%
Tests passing: 96% =
=
[ ‘W 60%
g
Based on the tests performed under this assessment, data access of the defined database environments conform to best practices. “ou have a M
controlled envirenment in terms of the tests performed. “ou should consider scheduling this asses=ment as an audit task to continuoushy as=zess E 40%
these environments.
20%
View log
Jump to Datascurce list 0%
Al Ll e N >
1k L1k 1k 1 1k
Current filtering applied:
Result Summary Showing 276 of 276 results (0 filtered) g pp
Critical  Major  Minor Caution Info Test Severfies: - Show AN -
Priviege 9p 3f — 68p — 8 3Pp—— — — — — — — Datasource Severities: - Show AN -
Authentication 4p — 52 11p 1f  — — — — — — — — _ _ Scores: - Show All -
Configuration 3p — — 47p 3f 1002 — — — — — — — — _ Types: - Show Al -
Version — — — 3Ip — J2 — —— — — — — — — §
Reset Filterin K Fitter / Sort
Other — — — 4p — 22 — ——-3p — — — — J& a Controls
Assessment Test Results | Compare with other results Showing 276 of 276 results {0 filtered)
Test/ Datasource Result
Only DBAs In Fixed Server Roles Fail Some logins that are not in the DBA group have fixed server roles.:
Test category: Priv. Severity: Critical encoreillam, & _TEST.
This test cheds for grants on fixed server and database roles to users other than administrators. Such grants can lead to the granting of Recommendation: Fixed server roles sre used for sccounts other than DEA
excessive privileges. sccounts. We recommend not using fixed server roles for accounts other than DBA
Ext. Reference: STIG DM0530 CIS SQL2005 v1.1.1 kem# 4.8 accounts, to aVoid the granting of excessive privileges.
DP5: MSSQL2000 PASS on Flowerpecker OPEN
Datasource type: MS SQL SERVER Severity: None

© 2011 IBM Corporation
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Security assessment result in detail

IBM” InfoSphere™ Guardium®

Results for Security Assessment: 8 DPS: MSSQL PASS
Aszessment executed: 2012-05-24 12:43:29.0
From: 2012-05-23 12:43:29.0
To: 2012-05-24 12:43:29.0
Client IP or IP subnet: Any
Server IP or IP subnet: Any

DOL granted to user

Test category: Priv. Test zeverity: Major

DPS: MSSQL2005 PASS on Flowerpecker OPEN PASS —
Datasource type: M5 S5QL SERVER Datasource severity: Hone

Pass

DOL privieges ig not granted to user in databases as FAIL

recommend.

Short Description: This test check for DDL granted to user in ,ayll{" ,a_,rI,*&‘:"
each MSS0L databases. DDL ghould be kept limited to onby DBA 1 1k

or select admin users. DDL privieges should be granted to role
instead of directly to users. Role can then be gratned to a user
or group of users.

External Reference: Guardium test 321
Recommendation: DDL privileges is not granted fo user in databases as recommend.

Details: NiA

Close this window

IBM" InfoSphere™ Guardium® 2

Results for Security Assessment: 8 DPS: MSSQL FAIL
Assessment executed: 2012-05-24 12219:258.0
From: 2012-05-23 12:19:28.0
To: 2012-05-24 12:19:28.0
Client IP or IP subnet: Any
Server IP or IP subnet; Any

DDL granted to user Test Result History

Test category: Priv. Test severity: Major

DPS: MSSQL2005 FAIL on Wi3kd2 PASS
Datasource type: M5 SQL SERVER Datasource severity: None

Fail

DOL privieges was granted to user in one or more database. FAIL

Short Description: This test check for DDL granted to user in - . -

each M350L databases. DOL should be kept limited to onty DBA ,,nyll"‘r‘" m«,'« J-all“‘r‘" b
or select admin users. DDL privieges should be granted to role 1k Ak LN ol
instead of directly to users. Role can then be gratned to a user

or group of users.

External Reference: Guardium test 321

Recommendation: We recommend that you grant privileges to role and then grant rols to user for security best practice.
Please review output to make sure DOL privileges granted directly to users are revoked. REVOKE DOL_PRIVILEGE. NAME
from USER_NAME GO

Details:

Grantee=louis:Database=test Priviege=ALTER ANY APPLICATION ROLE
Grantee=louis:Database=test Priviege=ALTER ANY ASSEMBLY
Grantee=lpuis:Database=test Privilege=ALTER ANY ASYNMMETRIC KEY
Grantee=louis:Database=test Priviege=ALTER ANY CERTIFICATE
Grantee=louis:Database=test Priviege=BACKUP LOG
Grantee=lpuis:Database=test; Priviege=CONNECT REPLICATION
Grantee=lpuis:Database=test. Priviege=CREATE ASSEMBLY
Grantee=louis:Database=test Privilege=CREATE MESSAGE TYPE
Grantee=louis:Database=test Priviege=CREATE REMOTE SERVICE BINDING
Grantee=lpuiz:Database=tezt:Privilege=CREATE SCHEM A
Grantee=lpuis:Database=test:Privilege=CREATE TABLE
Grantee=lpuis:Database=test Privilege=TAKE OWNERSHIP
Grantee=louis:Database=test:Privilege=\/IEVV DEFINITION
Grantee=##MS_AgentSigningCertificatess# Database=master:Privilege=EXECUTE
Grantee=bil. Database=master:Privilege=CREATE SCHEMA

Grantee=bil: Databazse=master:Privilege=CREATE TABLE
Grantee=sqglguard-uzer:Database=Northwind:Privilege=CONTROL
Grantee=sqglguard-user:.Database=Northwind:Privilege=CREATE ASSEMBLY
Grantee=sglguard-user:.Database=Northwind:Privilege=CREATE ASYMMETRIC KEY

Close this window
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Exception test facility

IBM® InfoSphere™ Guardium®

Manage Members for Selected Group
Group Hame MS-50L DOL granted to user
Group Type VA Tests Exception

Category | Modify Category

Group Members Filter|:|° i

iGrantee=#MS_AgentSigningCertificated# Database=master:Priviege=EXECUTE

Grantee=louis:Database=test: Priviege=ALTER ANY APPLICATION ROLE
Grantee=louis:.Database=test Priviege=ALTER ANY ASSEMBLY
Grantee=louis:Database=test Priviege=ALTER ANY ASYMMETRIC KEY
Grantee=louiz:Database=test: Privilege=ALTER ANY CERTIFICATE
Grantee=louis:Database=test: Priviege=BACKUP LOG
Grantee=louis:Database=test Priviege=CONMECT REPLICATION
Grantee=louis:.Database=test Priviege=CREATE ASSEMBLY
Grantee=louiz: Database=test: Privilege=CREATE MESSAGE TYPE
Grantee=louiz:Database=test: Privilege=CREATE REMOTE SERVICE BINDING
Grantee=louis:.Database=test Priviege=CREATE SCHEWA
Grantee=louis:Database=test Priviege=CREATE TABLE

Pleaze select one of the following options
Create & add a new Member named
Rename selected Member to

Delete selected Member

m

dd
Update

Delete

[ Reset to Predefined ][ Add Comments ][ Aliases. _ ][ LDAP ][

Back
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CVE tests in detail

IBM" InfoSphere™ Guardium®

Results for Security Azsezsment: 8 oracle cve
Assessment executed: 2012-06-21 15:45:36.0
From: 2012-06-20 15:45:36.0
To: 2012-06-21 15:45:36.0
Client IP or IP subnet: Any
Server IP or IP subnet: Any
CVE-2012-0082 Test Result History
Test category: Conf. Test severity: Major

racvm PAGS

Datazource type: ORACLE Datazource severity: None

Fail

System may be vulnerable to CVE-2012-0082 FAIL .
Short Description: Unspecified vulnerability in the Core N N -
RDBMS compenent in Oracle Database Server 10.1.0.5, _“Q?\' _“o,?“' ,:J:’If\/"
10.2.0.3,10.2.0.4, 10.2.0.5, 11.1.0.7, 11.2.0.2, and R & awl®

11.2.0.3 allows remote authenticated users to affect
integrity and availability via unknown vectors.

wh
h Q\
&%

External Reference: CVE-2012-0082

Recommendation: To fix CVE-2012-0082 upgrade to following version/patch level” Version-11.2.0.2, Patch-
BP14 Version-11.2.0.2, Patch-CPUJan2012 Version-11.2.0.2, Patch-PATCH15 Version-11.2.0.2, Patch-PSU
11.2.0.2.5.

Details: M/A

CV535 Information
CWSS Score:
Access Complexity: LOW
Availabilty Impact: PARTIAL
Confidentiality Impact: NONE
Integrity Impact: PARTIAL

CVE References

Source Type External Link
BID UNKNOWHN hitp:iiwww securityfocus comibidi5 1453
CONFIRM  WVENDOR_ADVISORY hitt ww.oracle. comitechnetwork'topics/security/cpujan2012-38830 4. htmil
SECTRACK UNKMOWN hity ww. securityiracker. com/id 21028627
XF UNKNOWN http.iixforee. iss. netixforcefd b/ 72468

IBM" InfoSphere™ Guardium®

Results for Security Assessment: 8 oracle cve
Assessment executed: 2012-06-21 15:45:36.0
From: 2012-06-20 15:45:36.0
To: 2012-06-21 15:45:36.0
Client IP or IP subnet: Any
Server IP or IP subnet: Any

CVE-2011-2257 Test Res
Test category: Conf. Test severity; Major

racvm PASS

Datasource type: ORACLE Datascurce severity: None

Pass

System is not vulnerable to CVE-2011-2257 FAIL

Short Description: Unspecified vulnerability in the " N -

Database Target Type Menus component in Oracle _“-;3‘?" _“Q?" s
Database Server 10.1.0.5, 10.2.0.3, 10.2.0.4, 10.2.0.5, Evs : &

11.1.07,11.2.0.1, and 11.2.0.2; and Oracle Enterprize
Manager Grid Control 10.1.0.6, 10.2.0.5, and 11.1.0.1;
allows remote attackers to affect confidentiality,
integrity, and availability via unknown vectors,

External Reference: C\VE-2011-2257
Recommendation: CVE-2011-2257 is fixed for the system’s version and paich level.
Details: N/A

CWV5S Information
CW35 Score: 6.8
Access Complexity: MEDIUM
Availability Impact; PARTLAL
Confidentiality Impact: PARTIAL
Integrity Impact: PARTIAL

CVE References
Source Type External Link
CERT UNKNOWN http:iwww. us-cert gov/castechalertsTA11-201A hitml

http:ifwww. oracle. comdtechnetworktopics/security/cpujuly2011-
313328 .html

COMFIRM WENDOR_ADWISORY
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Information Management

= Phased approach
—Address <sql57_test> problems first
— Address non-OVAL problems later

= |nvolve tool vendors

» Add support for <sql57_test> to ovaldi as a proof-of-concept
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