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How Data Standards Provide for Measurable and Manageable Security

The measurability and manageability of security is improved through registries of baseline security data, providing standardized languages as means for accurately
communicating the information, defining proper usage, and helping establish community approaches for standardized processes.

Key for Acronyms

CAPEC™ — Common Attack Pattern Enumeration and Classification IODEF - Incident Object Description Exchange Format

CCE™ — Common Configuration Enumeration MAEC™ — Malware Attribute Enumeration and Characterization
CCSS - Configuration Scoring System OVAL® — Open Vulnerability and Assessment Language
CPE™ — Common Platform Enumeration OCIL™ — Open Checklist Interactive Language

CVE® - Common Vulnerabilities and Exposures RID — Real-time Inter-network Defense

CVRF — Common Frameworks for Vulnerability Disclosure and RID-T — Transport of Real-time Inter-network Defense
Response

SBVR — Semantics of Business Vocabulary and Business Rules
CVSS — Common Vulnerability Scoring System

STIX™ — Structured Threat Information Expression
CWE™ — Common Weakness Enumeration

SWIDs — Software Identification Tags
CWSS™ —Common Weakness Scoring System

XCCDF — Extensible Configuration Checklist Description Format
CybOX™ — Cyber Observable Expression
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.
S
e

Copyright © 2012, The MITRE Corporation. All rights reserved. CVE and OVAL are registered trademarks and the Making Security Measurable logo, CCE, CWE, CPE, CAPEC,
CEE, MAEC, CWSS, CybOX, STIX, and OCIL are trademarks of The MITRE Corporation. All other trademarks are the property of their respective owners.


http://capec.mitre.org/
http://cce.mitre.org/
http://csrc.nist.gov/publications/nistir/ir7502/nistir-7502_CCSS.pdf
http://cpe.mitre.org/
http://cve.mitre.org/
http://www.icasi.org/cvrf
http://www.first.org/cvss/
http://cwe.mitre.org/
http://cwe.mitre.org/cwss/
http://cybox.mitre.org/
http://datatracker.ietf.org/doc/draft-ietf-inch-iodef/
http://maec.mitre.org/
http://oval.mitre.org/
http://scap.nist.gov/specifications/ocil/
http://tools.ietf.org/html/rfc6045
http://tools.ietf.org/html/rfc6046
http://www.omg.org/spec/SBVR/
http://makingsecuritymeasurable.mitre.org/docs/STIX-Whitepaper.pdf
http://www.iso.org/iso/iso_catalogue/catalogue_tc/catalogue_detail.htm?csnumber=53670
http://scap.nist.gov/specifications/xccdf/
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